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MWHUCTEPCTBO OGPA30BAHUSA U HAYKU POCCUACKOW ®EQEPALIUK

OENAPTAMEHT FOCYOAPCTBEHHOW NONMUTUKU B COEPE
OBLLEIN0 OBPA3OBAHUA

NMUCbMO
oT 14 man 2018 r. N 08-1184

O HANPABJIEHUX NHO®OPMALIUKA

[enapTtameHT rocyaapCTBEHHONW nNONUTUKA B cdepe obuwero obpasoBaHus MuHobpHaykn Poccuu
HanpaBnseT Ons cBedeHuss paspaboTaHHble BpemeHnHown komwuccuen Coseta Pepepaumm no  pasBUTUIO
NMH(OPMALIMOHHOIO ObLecTBa METOAMYECKME pEeKOMeHZauuy O pasMeLleHMU Ha WHMOPMAaUMOHHBIX CTeHaaXx,
odhmumanbHbIX MHTEPHET-CaiTax U OPYrux MHAOPMaLMOHHBLIX pecypcax obLieobpasoBaTenbHbIX OpraHn3aLun u
OpraHoB, OCYLLECTBMALWMUX ynpasreHne B ccepe obpasoBaHus, MHpopMauun o Ge3onacHOM MOBEAEHVU U
ncnonb3oBaHum cetn "HTepHeT".

OupekTop [enaptameHTa
A.E.NETPOB

MpunoxeHne

METOAWYECKWE PEKOMEHOALIUU
O PASMELLEHUXA HA UHOOPMALIMOHHBIX CTEHAAX, O®ULIMANBHbBIX
WHTEPHET-CAUTAX U OPYITMX UH®OPMALIMOHHbIX PECYPCAX
OBLUEOBPA30BATENbHbIX OPFTAHU3ALIUA N OPTAHOB, OCYLLECTBNAIOLLMX
YNPABNEHUE B COEPE OBPA30BAHUA, UHOOPMALIUX O BE3OMNMACHOM
NOBEOEHUU N UCNONb30OBAHUU CETU "MHTEPHET"

Okcneptamn 1 uneHamu BpemeHHom komuccum CoBeTa Pepepauum No pasBUTUO MHEPOPMALMOHHOMO
obLecTBa B pamkax BbIMOSTHEHUS peKOMeHAAUNA NapnaMeHTCKUX CriyllaHuin "AKTyanbHble BOMPOCkl 06ecneyeHunst
6e30nacHOCTU U pa3BUTUSA AeTeln B MHopMaLVMOHHOM npocTpaHcTee", koTopble npownun B CoseTte ®enepauuun 17
anpena 2017 r., 6binM paspaboTaHbl MeToguYecKMEe pekoMeHAaluMuM O pasMelleHMM Ha WMHGOPMaLMOHHBIX
CTeHAax, oduuManbHbIX WHTEPHEeT-calnTax W Jpyrnx WMHAPOPMALMOHHBLIX pecypcax obleobpasoBaTenbHbIX
opraHusaumi U OpraHoB, OCYLLECTBSKOWMX ynpaBrneHue B cdepe obpasoBaHusa, uHdopmaumm o 6eszonacHom
noBedeHun n ncnonb3oBaHumn cetn "MiHTepHeT" (ganee - MeTogmMyeckne pekomeHaawumum).

MeToanyeckne pekoMeHAauum HarnpasfeHbl Ha KayeCTBEHHOE MOBbLIWEHNE YPOBHSA WHOPMALMOHHON
aesAtenbHocTM obleobpa3oBaTenbHbIX OpraHW3auuii U OpraHoB, OCYLLECTBASOWMX YynpaBneHne B cdepe
obpasoBaHus, B 4YacT WHAOPMUPOBaHUS yyaluMXCs, WX poauTenen (3akoHHbIX MpeacTaBuTenen) wu
neparormyecknx paboTHMKoB 06 OCHOBHbIX acnekTax MHpopMaLMoOHHON 6e30nacHOCTK.

MeToguyeckme pekomeHgauunm Mo3BONAT  obuieobpasoBaTenbHbIM  OpraHmM3auusiM U opraHam,
OCYLLECTBMSOWMUM YynpaeneHne B cepe obpasoBaHUs, akTyanuanpoBaTb yXKe MCMob3yemMble N pa3MeLleHHble
MHOpMaUNOHHbIE MaTepuanbl, Tak U MOArOTOBUTb WX B Clydae WX OTCYTCTBUS C YYETOM MNy4ylMX MPaKTUK W
pekomeHaaunin.

B pamkax MeToanYeCKMX pekoMeHOaunn paccMaTpuBaroTCs crieayoLme NHCTPYMEHTHI:

1. MHPOPMALUNOHHBIE CTEHABI;

2. ocbuuymanbHble UHTEPHET-PECYPCHI;

3. cpeacTBa MaccoBoOv MHGOPMaLMK (LUKOMNbHbIE ra3eThl, Negarormieckne n3gaHus u gpyrue).

UHdopmaumoHHble cTeHObl
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Ha wHdopMaumoHHbIX cTeHgax B obuleobpasoBaTenbHbIX OpraHm3auusix, pacnosioXeHHbIX B done
yupexaeHmn M B kabuHeTax, OCHALUEHHbIX MepCoHarnbHbIMU YCTPOUCTBaMU Ans Bbixoda B ceTb "WHTepHeT",
pekoMeHayeTCcs pasMecTuTb UH(OPMALMOHHbIE MaMATKM, COAEpXaluue OCHOBHble COBETbl MO obecneyeHuto
MHopMaLMOHHON 6e30MaCHOCTU yYaLLMXCS.

B npunoxeHun N 1 K MeETOONYECKUM pEKOMEHOAUMAM NpeacTaBneH obpasel namsATky Anst pa3MeLLeHnst Ha
NH(OPMALIMOHHBLIX CTeHAaX.

CpencTtBa MaccoBon MHdopmaLmm

B cpeactBax MaccoBoi MHGOPMaLUM, OPUEHTUPOBaHHbLIX Ha OOYYaloOLMXCs, PEKOMEHOYETCA B TeYeHue
y4eBHOro roga perynspHo nyénukoBaTb MHMOPMALMOHHbIE MaTepuarbl, NMOCBALLEHHble OTAENbHbIM acrnekram
MHpopMaLIMOHHON 6e30NacHOCTH, a Takke pasfnyHble NamMATKM o6LLEero xapakrepa.

B cpeactesax MaccoBoW MHGOPMAaLUWUM, OPWEHTUPOBAHHBLIX Ha MNedarorMyeckyld  06LEeCTBEHHOCTb,
pekoMeHOyeTcs B Te4YeHMe KaneHZapHOro rofga perynspHo nybnvkoBaTb WH(OPMAaUMOHHbIE MaTepuanbl,
MOCBSILLEHHbIE OTAENbHbIM acnekTtaM WMHGOPMALMOHHON ©Ge30MacHOCTU Kak HEeCOBEPLUEHHONMETHUX, Tak U
obleobpasoBaTenbHbIX OpraHM3auuiA, a TawkKke pasfuyHble namsATkM, 0630pbl  HOPMAaTUBHO-MPaABOBOIO
perynvmpoBaHust 4aHHOW cdepbl U MHGOPMAaLMIO O akTyarbHbIX MEPONPUSTUAAX U COBLITUSX B AaHHOW cdepe.

B xope npoBegeHuns EamHoro ypoka no 6esonacHoctn B cet "VIHTepHeT" pekomeHayeTcs obecneuvnTtb
BbINYCK TEMATUYECKOro BbiMycka CpeacTBa MacCoBOW WHopmauun nubo cepum nybnvkauuin, cpeam KoTopbixX
paccMOTPETb OpPraHM30BaHHbIE MEPONPUATUS AN obyvaloLmxcs, ux poguTenen (3akOHHbIX NpeacTaBuTenen) u
negarormyeckon obLLeCcTBEHHOCTY.

OdwmumansbHble UHTEepHeT-pecypcebl

O6weobpasoBaTenbHbIM OpraHn3aumsaM pPeKOMeHOYeTCsa Ha CBOMX odmuunanbHbix VIHTEpHeT-pecypcax
obecneuntb (PYHKUMOHMPOBAHME CaMOCTOSITENILHOIO U CrneumManuavpoBaHHOro pasgena "MHdgopmaumnoHHas
6e3onacHocCTb", B paMkax KOTOPOro NpeaycMOTpPeThb pa3MeLLeHne cregyowen nHcopmMaumnn:

N Paspen/nogpasgen dopmat npegcraBneHust CopepxaHune matepuarnoB
MaTepuanos
1. |NokanbHble Konuu fokymeHTOB B PasmeLlatoTcs Konum JOKYMEHTOB, T.€.

HOopMmaTMBHbIE akTbl B | (bopmaTe *PDF CKaHUPOBaHHbIN BapuaHT JOKYMEHTa,
chepe obecneyeHus COOTBETCTBYIOLLNI TpeOOBaHNSAM K
NH(OPMALMOHHOM napameTpamM CKaHUPOBaHUS.
BesonacHocTH PasmellaoTca JOKYMEHTHI,
obyyvaromxcs pernamMeHTVpyloLmne opraHm3aumio n

paboTy C NnepcoHanbHLIMU AaHHBIMY,
nnaHbl MeEPONPUATUA NO obecnevyeHunto
MHpopMaLMOHHONM 6Ge3onacHOCTU
obyuvaroLmxcsa n gpyrue.

2. |HopmatusHoe Konunn nOKyMeHTOB B My6nukytoTcsa akTyanbHble CBEeAEHUS O
perynupoBaHue dopmaTte *PDF deaepanbHbIX U perMoHanbHbIX 3aKOHax,
nMcbMax OpraHoB BnacTv 1 gpyrue
HOPMaTUBHO-NMPAaBOBbIE JOKYMEHTHI,
pernaMmeHTupyloLwmne obecneyeHne
MHpopMaLMOHHONM Be3onacHOCTU
HecoBepLUeHHONeTHMX. [lonyckaeTcs
BMECTO KOMui pasmellaTtb rmnepcebiiiki Ha
COOTBETCTBYIOLLNE AOKYMEHThLI HA canTax
OpraHoB rocyjapCTBeHHOM BNacTu.
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3. lNeparornyecknm TekcT Ha cTpaHuue Pa3mewiatotcs metognyeckme
paboTHMKam canTa pekomMeHAaumMm 1 ykasbiBaeTcs
Konunn nOKyMeHTOB B WMHopMaLIMSa O MeponNpUATUSIX, MPOEKTax
dopmaTte *PDF W nporpaMmmax, HarpasfeHHbIX Ha

NoBbILLEHNE UH(POPMALIMOHHOM
rPamMoTHOCTW Nefarorm4ecknx paboTHMKOB.

4. | Obyvarowmmces TekcT Ha cTpaHuue Paamelyaetca MHhopMaLMOHHaA namsaTka
cavta (npunoxenue N 2) u ykasbiBaetcsi
MHGOpMaLMa O MEPONPUATUSIX, MPOEKTaX
1 NporpaMmmax, HanpaBfeHHbIX Ha
NoBbILLIEHNE UH(POPMALIMOHHON
rpPamMoTHOCTM 0By4atoLnXCS.

5. Pooutensam (3akoHHbIM | TEKCT Ha CTpaHuue PaamelyaeTca MHhopMaLMOHHaA namsaTka
npeacTaBuTeNsm) canTa (mpunoxenue N 3).
obyvatowmxcsi

6. |Oetckue 6e3onacHble | TeKCT Ha cTpaHuue Pa3meluaetcs nHcbopmauus o
canThbl canTa pPEKOMEHYEMBIX K UCMOMb30BaHUIO B

y4yebHOM npouecce 6e3onacHbIX canTax,
OaHHepbl 6e30nacHbIX 4ETCKUX CalATOB.

OpraHam, ocyllecTBRAKWNMM yrnpasneHue B cepe obpasoBaHus, pekOMeHAYeTCH Ha CBOMX OduLmnanbHbIX
MHTepHeT-pecypcax obecneuntb (PYHKUMOHMPOBAHWE CaMOCTOATENbHOIO U CrneuvanuanpoBaHHOIO pasgena
"MiHdopmaLmoHHasa 6e3onacHOCTL", B paMKkax KOTOPOro NpeaycMoTpeTh pasMeLLeHre cnegyrolen nHpopmaumm:

Mpunoxenue N 1

MAMSTKA )
NS OBYYAIOLLMXCS OB UHOOPMALIMOHHOW BE3OMNACHOCTM IETEN

HENb3A

1. Bcem nogpsa coobuiate CBOK 4acTHy MHOpMaumio (HacTodwme uMms, cdamunuio, TenedoH, agpec,
HOMep LLIKOSbI, @ Takke doTorpadumn CBou, CBOEN CEMbU U OpYy3ent);

2. OTKpbIBaTb BIIOXEHHbIE (halibl 3MIEKTPOHHOM MOYThI, KOr4a He 3Haellb OTNpaBUTENS;
3. MpybuTh, NpuaMpaThCH, Oka3biBaTb AaBreHue - BeCTU cebsi HEBEXIUBO U arpecCuBHo;
4. He pacnopsikaics AeHbramu TBOel ceMbm 6€3 paspeLleHns cTapLlumnx - BCeraa cnpaiwlvean poanTenen;

5. He BCTpe‘-IaﬁCFl Cc MHTepHeT-SHaKOMbIMI/I B peaan0|7| XU3HN - I'IOCOBeTyIZCFl CO B3pPOCIbIM, KOTOpPOMY
aoBepdellb.

OCTOPOXHO

1. He Bce nuwyT npaBay. Yutaewb o cebe HenpaBay B VIHTepHeTe - coobwm 06 3TOM CBOMM POAUTENSIM
Unn onekyHawm;

2. an/IFJ'IaLLIaIOT nepenncbiBaTbCA, UrpaTthb, obmeHmBaTbCS - npoBepb, HET JTIN NOABOXa,

3. He3akoHHOe konupoBaHue arinos B IHTepHeTe - BOPOBCTBO;
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4. Bcerga pacckasbiBai B3pocCsbiM 0 Npobremax B CETU - OHW BCEraa NoMoryT;

5. Wcnonb3yit HacTpoliku 6e3onacHOCTU M NPUBATHOCTM, YTOObI He MOTEePATb CBOM akkayHTbl B COLICETAX U
ApYrvx nopTanax.

MOX>HO
1. YBaxawn gpyrux nosnb3oBaTtenenu;
2. Nonbk3yelwbcs MHTEPHET-UCTOYHUKOM - Aenan CCbINKY Ha Hero;
3. OTKpbIBaN TONbLKO T€ CChINKK, B KOTOPbIX YBEPEH;
4. O6waTbcH 32 NOMOLLBIO B3POCIIbIM - POAUTENM, ONEKYHbl U aAMWHUCTPaLMS CanToB BCcerga noMoryT;

5. Mponan obyveHune Ha canTe "CeTeBMYOK" M NONYYN NAcnopT LMEPOBOro rpaxaaHuHal

MpunoxeHue N 2

WHO®OPMALIMOHHAA NAMATKA
AOnA OBYYAKOLUMXCA ONnA PASMELLEHUA
HA OPULINATBbHbBIX MHTEPHET-PECYPCAX

C kaxablM rogoM MOSOAEXN B MHTEPHETE CTAHOBUTLCSA OOMblle, a LIKOMbHUKA OOHU M3 CaMbIX aKTUBHbIX
nonb3oBatenen PyHeTa. Mexgy Tem, MOMMMO OFPOMHOIO KOJMIMYeCcTBa BO3MOXHOCTEW, WHTEPHET HeceT W
npobnembl. 3Ta NamsATKa AOMMKHA NOMoYb Tebe 6e30MacHO HaxoaUTbCS B CETH.

KomMnbroTepHble BUpYCbI

KomnbloTepHbIA BUPYC - 3TO PasHOBUOHOCTb KOMMbIOTEPHbLIX MPOrpaMm, OTNUYUTENbHOW OCOBEHHOCTbIO
KOTOPOM SIBNSIETCS CMNOCOOHOCTb K pa3MHOXeHWI0. B [onoriHeHue K 3TOMy, BMPYCbl MOMYT MOBPEAUTb WUIK
MOJSIHOCTbIO YHUYTOXUTb BCE paiinbl U AaHHble, NMOAKOHTPOSIbHbIE MOMb30BaTeso, OT MMEHM KoToporo Obina
3anyleHa 3apaxkeHHasi NporpaMmMa, a Takke NMoBpeanTb UMK aXKe YHUUMTOXWUTb ONepauUnoHHY0 CUCTEMY CO BCEMU
thaiinamu B Lesniom. B 6onbLUMHCTBE Cry4aeB pacnpoCTPaHSIIOTCA BUPYChl Yepes UHTEPHET.

MeToab! 3awuTbl OT BPEOOHOCHbIX NnporpamMmm:

1. Vicnonb3yii coBpeMeHHble OnepauMOHHbIE CUCTEMbI, MMELLME CEepbe3Hbli YPOBEHb 3allnTbl OT
BPEOOHOCHbIX MPOrpamm;

2. TlocTosiHHO ycTaHaBnMBan navtv (LMdpoBblE 3annaTky, KOTOpble aBTOMaTUYECKUM YCTaHaBMMBAKOTCS C
uenosio gopaboTku nporpammbl) U gpyrue OoGHOBNEHUA CBOEN OnepaumnoHHOM cucTeMbl. CkaumMBan MX TONbKO C
oduymansHoro canta paspabotymka OC. Ecnu cyLecTByeT pexxum aBToOMaTn4eckoro 06HOBMEHUS, BKITHOYN €ro;

3. PaboTanm Ha cBOeM KOMMbOTEpPE MOA NpaBamu Monb3oBaTensd, a He agMUHUCTpaTopa. ATO HE NO3BONUT
GONbLUNHCTBY BPEAOHOCHbBIX NPOrpaMm UHCTaNIMPOBaTLCS HA TBOEM MEPCOHANIbHOM KOMMbIOTEPE;

4. Vcnonb3yi aHTUBUPYCHblE MpOrpaMMHbIE NPOAYKTbl U3BECTHbIX MPOU3BOAUTENEN, C aBTOMaTUYECKUM
obHoBreHMem 6a3s;

5. OrpaHnyb pu3n4ecK1in 4OCTYN K KOMMNbIOTEPY ANs MOCTOPOHHUX NKL;

6. Vicnonb3yn BHelHWe HocUTeNu UHopMauuK, Takue Kak dneLka, AUCcK unu gann u3 MHTepHeTa, TONbKO
N3 NPOBEPEHHBIX MCTOYHUKOB;
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7. He oTkpblBan KoMNbloTepHble daknbl, NOSyYeHHble U3 HEeHaAeXHbIX WUCTOYHWMKOB. [axe Te cbannsbl,
KOTOpble Npucnan TBOW 3HaKOMbIW. Jlyylle yTOUHU Y Hero, oTnpaBnsan nv oH Tebe mx.

Cetn WI-FI

Wi-Fi - aTo He BMA nepepayn OaHHbIX, HE TexHonorus, a Bcero nuuwb 6peHa, mapka. Ewe B 1991 rogy
HuaepnaHackas komnaHusa 3apeructpuposana 6peHp "WECA", yto o6o3Haudano crosocouveTaHue "Wireless
Fidelity", koTopbit nepeBoanTcs Kak "decnpoBoHas TOYHOCTL".

[o Hawero BpemeHu powna gpyras abbpeBumatypa, koTopas SBNAETCA TakoW Xe TexHonornen. 3TO
abbpesunartypa "Wi-Fi". Takoe Ha3BaHue 6bIfI0 4aHO C HAMEKOM Ha CTaHAAPT BbICLLEN 3BYKOBOW TexHUKM Hi-Fi, uto
B NepeBoje 03HayaeT "BblCOKasi TOYHOCTL".

[a, GecnnaTHbIn WMHTEPHET-AOCTYN B Kade, OTensx M asponopTax SABMASeTCs OTNINYHOW BO3MOXHOCTbIO
BbIXxOAa B UHTEpHET. Ho MHorme akcnepTbl cuntaroT, 4to obenoctynHele Wi-Fi ceTu He siBnstoTca 6e3onacHbIMU.

CoBeTbl N0 6e3onacHocTU paboTbl B 06LLeA0CTYNHbIX ceTax Wi-fi:

1. He nepepaBaii cBOW nU4YHY0 WHopMaumio 4epesd obuwenoctynHble Wi-Fi cetn. PaboTtas B HuX,
XenatenbHO He BBOAMTbL Naponu A40CTyna, forvHbl U Kakue-To HoMepa;

2. Vicnonb3yi n 06HOBMAN aHTUBMPYCHbIE NporpaMmbl 1 6GpaHamayep. Tem cambiM Tbl ob6e3onacuilb cebsa ot
3aKayku BMpyca Ha TBOE YCTPOWCTBO;

3. Mpwn ncnonesoearHum Wi-Fi oTkntoum oyHkumo "O6Lwmin goctyn K dannam un npuHTepam”. JaHHas dyHKUus
3aKpbiTa MO YMOSYaHWIO, O4HAKO HEKOTOpble MONb30OBaTENW aKTUBMPYIOT ee Ana yaobCcTBa MCNONb30BaHUSA B
paboTte nnu y4ebe;

4. He ucnonb3yn nyonuudbin WI-FI gns nepegayv nuuHbIX AaHHbIX, HANpUMep Anst Bbixoga B coumarnbHble
CETMW UMK B 3MEKTPOHHYIO MOYTY;

5. Ncnonb3yn TONbKO 3alyumiieHHoe coeauHeHune vyepe3 HTTPS, a He HTTP, T.e. npn Habope Beb-agpeca
BBOAWM UMeHHO "https://";

6. B mobunbHom TenedoHe oTkmoum dyHkumio "MogkntodeHme k Wi-Fi aBTomatuuyeckun”. He ponyckan
aBTOMaTUYECKOro NoaknyeHnsa yctponcrtea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTu

CoumanbHble CeTU aKTUBHO BXOAAT B Hally XW3Hb, MHOTME oAU paboTaloT M XUBYT TaM MOCTOSIHHO, a B
Facebook yxe 3apernctpupoBaH MUNnuapa YernoBek, YTO SABMNAETCA OOHOM cedbMOW BCeX XWUTenei NnaHeTbl.
MHorve nonb3oBaTenu He MOHMMAIOT, YTO UHAOPMALIUA, pasMeLleHHas MU B coLmarbHbIX CETAX, MOXET ObITb
HaiaeHa 1 Ucronb3oBaHa KeM YrofiHo, B TOM YuMcre He 06A3aTenbHO ¢ Gnarumm HamepeHUsMu.

OcHoBHble coBeTbl N0 6€30MacHOCTM B COLMaAnbHbIX CETAX:

1. OrpaHun4b cnncok gpy3en. Y 1e65 B Apy3bsX HE AOMKHO ObITb Cry4anHbIX U HE3HAKOMbIX NOAEN;

2. 3awumilan CBOK YacTHYIO XU3Hb. He ykasbiBal nmaponu, TenedoHbl, agpeca, AaTty TBOEro poOXAeHus n
OPYrylo NUYHyto nHcopmMaumio. 3noyMblLLNIEHHUKM MOTYT MCMNOMb30BaTh AaXe MHAOPMaLMI0 O TOM, Kak Tbl U TBOM

poauTenun ninaHnpyeTe NpoBeCTn KaHUKYIbI;

3. 3alumiLait cBol penyTauuio - IepXu ee B YACTOTe U 3aaaBsail cebe Bonpoc: xoTen 6kl Thl, YTOOLI Apyrue
nonb3oBaTenu BUAENM, YTo Tbl 3arpyxaelub? Mogymaii, npexae YemM 4To-To onybrnmMKoBaTb, HanUcaTb U 3arpysuThb;

4. Ecnv Tbl rOBOPULLb C NIOABbMU, KOTOPLIX HE 3Haellb, He UCMOMNb3y CBOE pearibHoe UMS U OPYTyi NIUYHYI0
NHOPMaLMK: UMSI, MECTO XXUTENbCTBA, MECTO Y4ebbl U Npoyee;

5. N3beran pasmelleHus dotorpacdpuii B IHTepHeTe, roe Tbl M306paXkeH Ha MeCTHOCTM, MO KOTOPOW MOXHO
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onpenennTb TBOE MECTOMOJIOXKEHNE;

6. MNpu peructpauum B coumnanbHOM ceTn HeobX0AMMO UCNONb30BaTh CMOXHbIE NApPONK, cocTosLme 13 Gyks
N uMdp M C KONMYECTBOM 3HAKOB HE MeHee §8;

7. Onsa coumanbHOM ceTn, NoYTbl U OPYrMX CakTOB HEOOXOAMMO MCMONb30BaTh pasHble naponu. Toraa ecnm
Tebsa B3NomatoT, TO 3MOYMBbILLMIEHHUKM NonyYaT JOCTYN TONbKO K OQHOMY MECTY, a He BO BCce cpaay.

3ﬂeKTp0HHbIe AeHbrn

3J'IeKTpOHHbIe OEHbIN - 3TO O4YEHb yﬂ,06HbIIZ cnocob nnarexen, ogHako CyleCTBYKOT MOLUEHHUKN, KOTOpPbIE
XOTAT NONYYNTb 3TN OEHbIN.

3J'IeKTpOHHbIe OEeHbIM NoABUITNCb COBCEM HedaBHO U MMEHHO U3-3a 3TOro BO MHOIMMX rocygapcrteax oo Cux
Nnop He NMponncaHo NpPo HUX B 3aKOHax.

B Poccum e oHU (PyHKUMOHUPYIOT U O HUX YKe MPOMMCaHO B 3aKOHe, IAe WX pasfensitoT Ha HEeCKOSbKO
BWOOB - @HOHMMHbIE WU HE aHOHMMHble. Pa3Huua B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOPbIX paspellaeTcs
npoBoauTb onepauun 6e3 maeHTudMkaumm nonb3oBaTens, a B HEAHOHMMHbIX MAEHTUMKaUMa nonb3oBaTens
ABnsieTcs obA3aTenbHON.

Takke cnegyeT pasnuyatb 3MEKTPOHHble uaTHble AeHbrM (paBHbl FOCY4APCTBEHHbIM BantoTam) W
3NEKTPOHHbIE HedmaTHbIE AeHbIV (He paBHbl FOCY4apCTBEHHBIM BantoTam).

OcHoBHble coBeTbl No 6e3onacHoM pa60Te C 3J1EeKTPOHHbIMU OE€HbramMu:

1. MNpuBsXM K cHeTY MOBUMbHBIN TeNedoH. ITO camblii YAOOHLIW 1 BbICTPLIA CNOCO6 BOCCTAHOBUTL AOCTYM K
cyeTy. [NpuBsA3aHHbIN TenedoH NMOMOXeT, ecnu 3abydellb CBOW NMaTeXHbI Naponb WUNKU 3aidellb Ha canT C
HEe3HaKoOMOro yCTPONCTBA;

2. Wcnonbayii ogHopasoBble naponu. MNocne nepexoda Ha yCWUreHHyl aeTopusauuio Tebe yxe He ByaeT
yrpoXaTb ONacHOCTb KpaXku UNu nepexsara nnaTexHoro napons;

3. Boibepu cnoxHein naponb. NpecTtynHukam OydeT He MPOCTO yragaTb CIOXHbIA naponb. HapexHble
naponu - 3To Naponu, KoTopble cofepXaT He MeHee 8 3HAKOB M BKMOYalOT B ce0si CTPOYHbIE U MPOMNUCHbIE DYKBbI,
LUMdpbl 1 HECKOrMbKO CMMBOMOB, TakMe Kak 3HaK gornnapa, oyHTa, BocKnuuaTenbHbIM 3HaK u T.n. Hanpumep,
$tRONg!;;

4. He BBOAM CBOW JIMYHbIE JaHHbIE HA calTax, KOTOPbIM He AoBepseLlb.

OneKkTpoHHas noyrta

OneKkTpoHHas no4yta - 3TO TEXHOMNOrnst U npefocTaBnsieMble €K YCyrn No nepechbisike U MonydeHuto
3MEKTPOHHbIX COOOLLEHNI, KOTOpblE pacnpenensiTcs B KOMMNbOTEPHON ceTh. OBbIMHO 3MEKTPOHHLIN MOYTOBLIN
AWMK BbIMSAMT criegyrowmMm ob6pasoM: MMS_MOoNnb30oBaTensa@uMsa_aomeHa. Takke Kpome nepegady npocToro
TeKcTa, UMeeTCsi BO3MOXHOCTb nepegasaTb dhansbl.

OcHoBHble coBeTbl No GesonacHoi paboTe ¢ 3MEKTPOHHOM NOYTOIA:

1. Hapo BbiGpaTb npaBumbHbIA NOYTOBLIN CepBUC. B WHTEepHeTe ecTb OrpomMHbIn BbiGop GecnnaTHbiX
MOYTOBBLIX CEPBMCOB, OAHAKO fyylle 4OBEPATb TEM, KOTO 3HAELUb U KTO NEPBbIN B PENTUHTE;

2. He ykasblBan B JIMYHOW MoOYTEe JNYHYD  WHopmaumio. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIn_paHat@" nnm "pok2013" BmecTto "temal3";

3. Vicnonb3yi AByxaTanHyk aBTopu3aumio. OTO Korga noMuUMO naponsd HYyXXKHO BBOOUTb Ko, NPUCbINaemblii
no SMS;

4. Bbibepu crnoxHbIn naponb. [ns KaXaoro NoYToBOro siluka OOIMKeH ObiTb CBOM HaAEXHbIN, YCTONYMBBIA K
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B3N1OMY napornb;
5. Ecnn ecTb BO3MOXHOCTb HanucaTb camMmomy CBOW NTNYHbIN BoOrnpoc, I/ICI'IOJ'Ib3yﬁ 3Ty BOSMOXXHOCTb;

6. Mlcnonb3yn HEeCKOMbKO NMOYTOBBLIX ALWMKOB. [1epBbin Ans YaCcTHOW Nepennckn ¢ agpecatamu, KOTOpbIM Tbl
JoBepsielllb. TO ANEKTPOHHbIV aapec He HaZlo UCMOMb30BaTh NpuU perncTpauumn Ha popymax u cantax;

7. He oTkpbiBan hainbl n apyrue BAOXEHUS B NUCbMax, AaxXe ecrnuv OHM NpuLLnu oT TBouX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABIIANN N OHKN Tebe 3Tn hannel;

8. MNocne okoH4YaHus paboTbl Ha MOYTOBOM CEPBUCE Mepep, 3aKpbiTUEM BKITAAKN C CanTOM He 3abyab HaxaTtb
Ha "Bbintn".

KnbepO6ynnuHr unu BupTyansHoe nsgeBatesibCTBO

KubepbynnuHr - npecrnefoBaHue coobliueHnsiMn, coaepXawmmmu ockopbrneHus, arpeccuio, 3anyruBaHue;
XYNUraHcTBO; coLlmanbHoe BONKOTUPOBaHNE C MOMOLLbIO Pa3NNYHbIX UHTEPHET-CEPBUNCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepbynnuHrom:

1. He 6pocaiica B 60oi. Jlyywmin cnocob: nocoBeToBaThbCA Kak cebs BECTU U, €CNIN HET TOrO, K KOMY MOXHO
obpaTtuTbCd, TO BHayane ycnokoutbcs. Ecnu Tl Ha4YHeLWb OTBeYaTb OCKOPHNEHUAMU Ha OCKOPOBNIEeHUs, TO TONbKO
ewle bonblue pasoxekellb KOHMMNKT;

2. YnpaBnsan cBoewn knbeppenyTaunen;
3. AHOHUMHOCTb B CETU MHUMas. CyLLeCTBYOT CNOCObbl BbISCHUTb, KTO CTOMT 3@ aHOHUMHbLIM aKKayHTOM;

4. He cTtouT Bectu xynuraHckum obpas BUPTyanbHOW XM3HU. NHTEepHET dukcupyeT BCe TBOWU AEWCTBUSA U
COXpaHsieT nx. Yganutb ux OyaeT KpanHe 3aTpyaHUTENBHO;

5. Cobntogali cBOK BMPTYasibHYH YeCTb CMOMOAY;

6. UrHopupyn eguHuyHbIn Heratme. OgHOpa3oBble OCKOPOUTErMbHbIE COOOLUEHUS My4lle WUrHOPUPOBATb.
O6bI4yHO arpeccust NpekpaLlaeTcs Ha HavanbHOW cTaguu;

7. baH arpeccopa. B nporpamMmmMax obMeHa MrHOBEHHbIMU COOOLLEHMSIMU, B cOLManbHbIX CETAX €eCTb
BO3MOXXHOCTb 6J'IOKI/IpOBKI/I OoTnpaBku coobLeHun ¢ onpeneneHHbIX aapecos;

8. Ecnu 1ol cBugetens knbepbynnuHra. TBom eNCTBMSA: BbICTYNUTL NPOTMB NpecnegoBaTens, nokasatb emy,
YTO ero AenCTBUS OLIEHUBAIOTCH HEraTUBHO, NoadepXaTb XepTBY, KOTOPOW HyXKHA MCUXOnormyeckas nomoLlp,
cooOLWWTb B3pOCbIM O (hakTe arpecCMBHOMO NOBEAEHMWS B CETU.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTdoHbI 1 NnaHwWeTbl cogepxaT B cebe BronHe B3poChbii yHKUMOHAN, U Tenepb OHU
MOTYT KOHKYPUPOBAaTb CO CTaLMOHApHbIMK KoMrMbtoTepamu. OfHako, cpeAcTB 3almTbl Ans NoA0GHbIX YCTPOWCTB
noka o4YeHb Mano. TecTUpoBaHWE M MOUCK YA3BMMOCTER B HUX MPOUCXOAUT He Tak MHTeHCMBHO, kak ans MK, 1o xe
camoe KacaeTcsl U MOOUIbHBIX MPUMOXKEHWA.

CoBpeMeHHble MOOWNbHble Opay3epbl yxe MpakTU4eCcKM [OrHann HacToSflbHble aHanoru, OAHaKo
pacwmpeHme yHKLMOHaNa BrneyeT 3a cobor 60nMbLUy0 CMOXHOCTE U MEHbLLYHO 3aLUULLEHHOCTb.

[aneko He Bce Npou3BOOWUTENM BbiNyCKalT OBHOBMEHWS, 3aKPbIBAIOLLME KPUTUYECKUE YA3BMMOCTW OnS
CBOWX YCTPOWCTB.

OcHoBHble cOBeTbI A51s1 6€30NacHOCTN MOBUITbHOrO Teﬂe(p0HaZ

Huyero He saBnseTca no-Hactosiwemy OecnnatHbiM. Byab ocTtopoxeH, Befb koraa tebe npepnaratoT
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6ecnnaTHbIN KOHTEHT, B HEM MOoryTt ObITb CKPbITbl KakKme-ToO niaTHbIe YCIyru;,

Oymaii, npexae yem oTtnpasutb SMS, ¢doTo unu Buaeo. Tbl TOYHO 3HaELb, rae OoHWM ByayT B KOHEYHOM
ntore?

Heob6xoammo 0GHOBNATL ONepaLmoHHY0 CUCTEMY TBOErO CMapTdoHa;
Ncnonb3yit aHTUBMPYCHbIE NporpamMmmbl Ans MOBUMbHbLIX TeNedOHOB;

He 3arpyxai npunoXeHwss OT HEU3BECTHOrO WCTOYHWKA, BeAb OHWM MOFYT cofepXaTb BpeaoHOCHOe
nporpaMmmHoe obecneyveHue;

[Mocne ToOro kak Thbl BblMAELWb C CalTa, rae BBOAWUN NUYHYO MHGOPMaLMIO, 3angm B HacTporku 6Gpaysepa m
yaanu cookies;

Meprogunyeckn NpoBepsin, Kakne nnaTHble YCNyrn akTMBMpPOBaHbl HA TBOEM HOMEpE;

[asaii cBo HOMep MOBMNBHOro TenedoHa TOMNbKO NIOAAM, KOTOPbIX Thl 3HAELLb 1 KOMY JOBEpSieLLb;

Bluetooth gomkeH GbITh BbIKMOYEH, KOr4a Thl UM He NOMb3yellbes. He 3abbiBan nHoraa npoBepsitb 3TO.
Online urpbl

CoBpeMEHHbIE OHMAaNH-UIPbl - 3TO KpacoyHble, 3axBaTbiBaloLMe pas3BreyvYeHusi, 0ObeAUHSIoWME COTHU
TbICSIM YeroBek no Bcemy mupy. Urpoku nccrnegyoT AaHHbIA UM Mup, oblialTcs Apyr ¢ APYroM, BbIMOSHSOT
3a[aHusi, CpaXalTCa C MOHCTPaMU 1 MOSyYatoT OnbIT. 3a YAOBOMLCTBME OHY NNATAT: MOKYNalT AUCK, OMnflaymBatoT
aboHeMEHT MK NpuoGpeTatoT Kakue-To Onuum.

Bce atu cpeanctea wmayt Ha noandepXxaHume wn pasBuTue urpbl, a TakKkKe Ha camy Be3onacHoCTb:
COBEpPLUEHCTBYKOTCA CUCTEMblI aBTOpU3aLluKn, BbiMYCKakTCA HOBbIE NMaT4u (Ll,l/lq}pOBble 3annaTtkm and nporpaMM),
3aKpblBalOTCA YyA3BUMOCTUN CEPBEPOB.

B nogobHbIx nrpax CTtouT onacaTtbCA HE CTOJIbKO CBOMX COMNEPHUMKOB, CKOJIbKO KpaXXu TBOEro napolid, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusaunm ©onbLUIMHCTBA nrp.

OcHoBHble coBeTbl Mo 6€30MacHOCTM TBOErO UrPOBOrO akkayHTa:

1. Ecnu apyroit urpok BedeT cebs nrnoxo unu co3gaeT TebGe HenpusaTHOCTU, 3abroKuMpyii ero B Crivcke
UrPOKOB;

2. Moxanynca agMUMHUCTpaTOpaM MWrpbl Ha NIOXOe MNOBEeAEHWe 3TOr0 Urpoka, XenaTernbHO MPUIoXUTb
Kakue-To JloKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nn4yHyo MHopMaumio B npodainne urpkbl;
4. YBaxan Apyrmx y4acTHMUKOB MO UIPeE;

5. He yctaHaBnmBan HeodmumaneHble NaTym 1 Moabl;

6. Vicnonb3yit CnoxHble 1 pasHble naponu;

7. Naxe BO BpeMs Urpbl He CTOUT OTKMYaTb aHTUBMpyc. [loka Thl urpaellb, TBOW KOMMbIOTEP MOryT
3apasuTsb.

DULWNHT Unn KpaXxa NMUYHbIX AaHHbIX

OOblYyHOW Kpakew [OeHer W OOKYMEHTOB CEerogHsi YXe HUKOro He YyAuBWWb, HO C  pas3BUTUEM
WHTEPHET-TEXHOSOMMIA 3MI0YMbILLNIEHHUKN NEPEMECTUIIUCL B MHTEPHET, U NPOOOINKAaT 3aHMMaTbes "niobumbim”
Oernom.
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Tak nosiBUNacb HOBas yrpos3a: MHTEPHET-MOLUEHHNYECTBA MU (PULLIMHT, FMaBHas Lellb KOTOPOro COCTOUT B
nony4YeHun KoHUaeHUnanbHbIX OaHHbIX Nonb3oBaTenen - NorMHoB U naponen. Ha aHrnuiickoM sasbike phishing
yntaeTca kak puwuHr (ot fishing - peibHas nosns, password - naponb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLNHIOM:

1. Cneau 3a ceoum akkayHToMm. Ecnu Tbl noo3peBaellb, YTO TBOSI aHkeTa Bbina B3noMaHa, To Heobxoaumo
3abnokmpoBaTh ee 1 CooBLNTL aaMUHMUCTPaTopam pecypca 06 3TOM Kak MOXHO cKopee;

2. Vicnonb3yi 6e3onacHble BeO-calTbl, B TOM YACHE, MHTEPHET-MarasnHOB M NMOUCKOBbLIX CUCTEM;

3. Vcnonb3yii cnoxHble 1 pasHble naponu. Takum obpasom, ecnv Tebs B3NOMaloT, TO 3MOYMbILIMEHHWUKN
nony4aT AOCTYN TONbKO K 0OQ4HOMY TBOEMY MPOodUIo B CETH, @ HE KO BCEM,;

4. Ecnu Tebsa B3nomanu, To Heob6xo0aAMMO NpeaynpeanTb BCeX CBOMX 3HAKOMbIX, KOTOpble obaBneHbl y Tebs
B OpYy3bsiX, O TOM, 4YTO Tebs B3nomManu 1, BO3MOXHO, OT TBOEro MMeHU OyaeT pacchinaTbCs CNaM WM CCbINKM Ha
(O1LLMHIOBbIE CaNThI;

5. YcTtaHoBM HagexHbIn naposb (PIN) Ha MoOBUNbHbLIN TenedoH;
6. OTknNIoYM coxpaHeHne napons B 6paysepe;

7. He oTkpbiBa thainbl 1 gpyrue BrIOXEHUA B NMCbMax, AaXke ecriv OHW NpULLIAN OT TBOMX Apy3en. Jlydwe
YTOYHW Y HUX, OTMNPaBANM N1 OHU Tebe 3Tn annebi.

Lndposas penytauus

Lincbposas penyTtaums - 3TO HeraTMBHasa unu nosnTueHasa nHgopmMaLms B cetn o Tebe. KomnpomeTtupytouas
WHpopMauns, pasMeLleHHasa B MHTEPHETEe, MOXET cepbe3HbiM 06pa3oM OTpasuTbCA Ha TBOEW pearnbHOWN >XU3HW.
"LUncppoBasg penytauma” - 370 TBON UMUK, KOTOPbIA hopMUpyeTcs U3 uHpopmaumm o Tebe B MHTEPHETE.

TBOE MEeCTO XUTENbCTBA, yqe6b|, TBOe (hMHAHCOBOE MONOXEeHUe, 0COBEHHOCTN XapaKTepa M pacckasbl O
OGrM3KKNX - BCe 3TO HaKanMBaeTCs B CETH.

MHorne noapoCTKM JErKOMbBICIIEHHO OTHOCATCA K MNyonvkauum nnyHon uHdopmauum B WHTepHeTe, He
NOHMMAasi BO3MOXHbIX NOCNeacTBMA. Thl faXe HE CMOXeLlb JoragaTtbcs O TOM, YTO doTorpadusi, pasmelleHHas 5
neT Hasag, ctana npuYnHOM oTKasa NpuHATL Tebs Ha paboTy.

KommeHTapun, pasmelleHne TBomx cpotorpadun n gpyrme AencTBMsS MOryT HE UCHE3HYTb Aaxe nocne Toro,
Kak Tbl MX yganuwb. Tbl HE 3HaeLb, KTO COXpPaHWM 3Ty WHopMauuio, nonana fnM oHa B MOWCKOBbLIE CUCTEMBI U
COXpaHunachk Niv OHa, a rMaBHOE: YTO NodymaroT 0 Tebe OKpyXatoLme Nioau, KoTopble HANQYT U yBUAAT 3T0. Hatu
NMHOpPMaLMIO MHOIO feT CNycTa CMOXeT Mobon - kak 13 AodpbiX NOGYXAEHWUA, Tak U C HAMEPEHUEM NPUYUNHUTL
BpeAa. OTO MOXET ObITb KTO YrogHO.

OcHoBHble cOBETbI MO 3almTe L1MdpPOBON penyTauuu:
1. NMogymain, npexae 4Yem 4To-TO Ny6nmKoBaTh U NnepedasaTb y cebsi B 6rore unv B coumanbHoONM ceTy;

2. B HacTpowikax npoduns yCTaHOBM OrpaHuWyeHus Ha MPOCMOTP TBOEro npodunsd u ero cogepXmmoro,
caenawn ero Tonbko "onst apysen”;

3. He pa3meLuaii 1 He ykasbiBai MHGOPMaLUIO, KOTOpasi MOXET KOro-nmbo ockopGnsiTe UK 06uxaTh.
ABTOpCKOe npaBo

CoBpeMeHHbIEe LUKOSIbHMKM - aKTUBHbIe MOfib3oBaTenv LMgpoBoro npoctpaHcTBa. OgHako Janeko He Bce
3HalOT, YTO TOMb3OBaHNE MHOTMMU BO3MOXHOCTSIMM LWUGPOBOro Mupa TpebyeT cobnodeHust npaB Ha
UHTENNeKTyarnbHyl COGCTBEHHOCTb.
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TepMuH "MHTENnekTyanbHas COOCTBEHHOCTb" OTHOCUTCS K PasfiMyHbiM TBOPEHUSM 4erioBEeYEeCcKOoro yma,
HauMHasa C HOBbIX U306peTeHMn 1 3HaKoB, 0BO3Ha4aLWmMx CO6CTBEHHOCTL Ha NPOAYKTbI U YCAYrKU, N 3aKaH4YMBas
kHuramu, otorpadomsamm, KWHOUNbMaMu 1 My3blkarbHbIMU MPOU3BEAEHUSIMU.

ABTOpCKME NpaBa - 3TO NpaBa Ha UHTENNEeKTyanbHy COBCTBEHHOCTb Ha NPOMU3BEAEHUS HayKu, nuTepaTypbl
N nckycctea. ABTOpPCKME MpaBa BbLICTYMAKT B KAYECTBE rapaHTUKN TOrO, YTO UHTENNEKTYanbHbIN/TBOPYECKNA TPy
aBTopa He OyaeT HanpacHbIM, AacT eMy CripaBeaSIBble BO3MOXHOCTM 3apaboTaTb Ha pesyrnbTraTtax CBOero Tpyaa,
nonyyYntTb W3BECTHOCTb W Mpu3HaHue. HukTo 6e3 paspelleHMs aBTOpa He MOXeT BOCMpPOM3BOAUTH €ro
npovsBefeHne, pacnpocTpaHaTb, NyGNMYHO OEeMOHCTPMpPOBaTh, NpoAaBaTb, MMMNOPTUMPOBATbL, MyckaTb B MpokKarT,
Ny6rMYHO NCNOMHATL, NOKa3bIBaTh/MCMONHATL B 3dmpe unu pasmeLlatb B IHTepHeTe.

Wcnonb3oBaHure "nupartckoro” nporpammMHoOro obecnedyeHmst MOXeT MPMBECTU K MHOTUM pUCKaM: OT MOTepu
OaHHbIX K TBOMM akkayHTam [0 GNOKMPOBKM TBOEro YCTPOWCTBA, rge YyCTaHOBMEHa HeneranbHasi nporpamma. He
CTOUT Takke 3abblBaTb, YTO CYLLECTBYIOT feranbHble U 6ecnnartHble NporpamMmmbl, KOTOPbIE MOXHO HalTW B CETW.

O nopTtane

CeTeBUYOK.p - TBOWM IMaBHbIi COBETYMK B CETU. 3[4ecCb Tbl MOXEWb Yy3HaTb O Ge3onacHocTU B ceTu
MOHATHBIM W OOCTYMHBIM SA3bIKOM, @ NMPU BO3HUKHOBEHUUN KPUTUYECKON CUTyaLMmn oBpaTuTbCs 3a COBETOM. A Takke
MPVHSATL y4acTue B KOHKYpcax U CTaTb CaMbIM LMPOBbLIM rpaxdaHuHom!

Mpunoxenne N 3

MAMATKA AN POOUTENEXA OB UH®OPMALIMOHHOW BE3OMNACHOCTU AETEN

OnpegeneHne TepMnHa "nHdopmaumoHHas 6esonacHocTb geten” cogepxutca B ®enepanbHom 3akoHe N
436-03 "O 3awwmte geten OT MHOpPMaLUK, MPUHMUHSAIOLLEN Bped UX 340pPOBbI0 U pasBUTUK", perynupyomum
OTHOLLIEHMS, CBA3AHHbIE C 3alUTON AeTen OT UHOpMaLMK, NPUYUHSIOLLEN Bped UX 340POBbI0 U (UNN) pasBUTUIO.
CornacHo gaHHOMY 3akoHy "MHdopMauunoHHasi 6e3onacHOCTb AeTen” - 3TO COCTOSIHME 3alUMLLEHHOCTM, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBA3aAHHbIN C NPUYMHEHNEM MHOPMaLMEN Bpeada UX 300POBbLI0 U (M) onU3n4ecKomy,
NCUXMYECKOMY, YXOBHOMY, HPABCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-O3 nHdopmaumein, NpuUmMHSIIOLLEN Bped 340PO0BbIO U (M) pasBUTUIO
neTten, ABnNseTcs:

1. nucpopmaums, 3anpelieHHas Ans pacnpocTpaHeHns cpean geTen;

2. vH(opmMauus, pacnpocTpaHEeHWEe KOTOpPOW OrpaHW4YeHO Cpeau [OeTel OnpeferieHHbIX BO3pPacTHbIX
KaTeropumn.

3. K nHcpopmaummn, 3anpeLLeHHon ans pacnpocTtpaHeHns cpeau aetein, oTHOCUTCS:

4. vHcpopmMaumsi, nobyxpgarowas geTer K COBEepLUEHU0 OENCTBUN, MPEACTABMSAIOWMX Yrpo3y WX XU3HU U
(Mnn) 300pOoBbLIO, B T.4. NPUYMHEHMIO Bpeaa CBOEMY 300POBbI0, CAMOYOUNCTBY;

5. cnocobHOCTL BbI3BaThb Yy AeTen XenaHume ynotpebutb HapkoTUYecKkne CpeacTBa, NMCUXOTPOMHbIE U (MnK)
ogypmaHuBawLmMe BelecTBa, TabayHble MU3Oenus, ankorofibHyl W CNMPTOCOAEPXKallyld NPOAYKUMIO, MUBO WU
HanuWTKW, M3roTaBnMBaeMble Ha €ro OCHOBE; MPWHATb yvacTve B asapTHbIX Wrpax, 3aHMMaTbCs MPOCTUTYLMENR,
BGpoAsAKHNYECTBOM MM NONPOLLIANHNYECTBOM;

6. obocHoBbIBaKOLWasa wnn onpasgbiBarowiada AOoNyCTUMOCTb Hacuina wu (VIJ'IVI) XecTokocTn nmbo
r|06y>|<p,alou.|,aﬂ OCYLLECTBIATb HACUJTbCTBEHHbIE OENCTBMS MO OTHOLLEHUIO K FTIOASAM U KUBOTHbIM;

7. oTpvuarLlas ceMenHble LeHHOCTM U (hopMUpYIOLLAs HEeYBaXXeHME K poauTensam u (unv) ApyruMm yrneHam
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CeMbU;
8. onpaBabiBatoLLasi NPOTUBONPABHOE NOBEAEHNE;
9. copepkallas HeLleH3ypHYH BpaHb;
10. cogepxaluasa nHpopmaumo NOpHOrpadun4ecKoro xapakrepa.

K wvHdopMaumu, pacnpocTpaHeHVe KOTOPOM OrpaHWyeHo cpeau fAeTeil onpeferieHHoro Bo3pacTa,
OTHOCUTCS:

1. Hopmauusa, npeacTaBnsemasi B Buae n3obpaxeHus unm onucaHus XecTtokocTu, pmuamyeckoro u (unu)
NMCUXMYECKOro HacuUnusi, NPECTYNNEHUs NN NHOTO aHTUOBLLIECTBEHHOIO AENCTBUS;

2. BbI3bIBAOWAA y OeTen cTpax, y)kac WIu MaHuKy, B T.4. NpeacTaBnsemMasi B BUAE M300paxeHus vmu
OonMcaHVsl B YHWXKaloWen YernoBeyeckoe [AOCTOMHCTBO (hopmMe HeHacunbCTBEHHOW cMepTu, 3abonesaHus,
camoybumncTea, HECYaCTHOro Cryyasi, agapum unum katactpodbl 1 (Mn1) ux NOCNeacTBUN;

3. npeacrtaBnsiemas B Buae u3obpaxeHuss UM ONUCAHWUS MOMOBLIX OTHOLUEHUM MeXAYy MY>XYMHOWU U
KEHLLMHOMN;

4. cogepkallas GpaHHbIe CIoBa W BblpaXkeHusl, He OTHOCALLMECS K HELLeH3YPHOW GpaHu.

C yyetom atoro Bam npepnaraiotcsa npasBuna paboTtbl B ceTu VIHTEpHET Ans pasnuyHbIX BO3PaCTHbIX
kaTeropun, cobnogeHne KoTopbiX NO3BONUT obecnedunTb NHAPOPMaLMOHHY 6e30MacHOCTb BalWnNX AeTeN.

O6ume npaBuna Ansa pogurenen

1. HesaBucnmo ot Bo3dpacTa pebeHka ncnonb3ymnTe nporpaMmmHoe obecneyeHne, nomorallee punbTpoBaTb
N KOHTPONMpPOBaTb MHpOPMaLMIO, HO HE MofarakTechb NOMHOCTLIO Ha Hero. Balle BHUMaHMe K peBeHKy - rnaBHbIN
MeTOA 3aLLUMThI.

2. Ecnn Baw peGeHOK MMeeT akkayHT Ha OgHOM M3 coumanbHbix cepBucoB (Livedournal, blogs.mail.ru,
vkontakte.ru v T.n.), BHUMaTENbLHO M3y4nTe, Kakyto MHGPOPMALMIO NMOMELLAOT ero y4acTHUKN B CBOUX Npodomnsx K
6norax, Bkntovas dotorpadun n BUAEO.

3. lNpoBepbTe, C KakKMMKM ApyrMMU carWTamu CBA3aH couuwanbHbld cepBuc Bawero pebeHka. CTpaHuykm
Bawero pebeHka moryT ObiTb 6€30nacHbIMU, HO MOTYT U COAEPXKaTb CCbIIKM Ha HexXernaTernbHble U OMnacHble CanTbl
(HanpvmMep, NOPHOCANT, UNKN CalT, HAa KOTOPOM ApYr YNOMWHaAET HOMEpP COTOBOro TenedoHa Bawero pebeHka unm
Baw gomaluHui agpec)

4. MoowpsiiTe Bawwux geter coobuwate 060 BCEM CTPaHHOM WM OTTanKMBAOLLEM U HE CRIMLLKOM OCTPO
pearvpynTe, Korga oHu 3TO AenatoT (M3-3a onaceHust NoTepsiTb AOCTYN K MIHTEpHETY AeTU He FOBOPSAT poauTensiM
0 npobremax, a Takke MOryT Ha4aTb MCMonb3oBaTb VIHTEpPHET BHE AoMa U LLKOSbI).

5. byabTe B Kypce ceTeBoW xun3HN Bawero pebeHka. VIHTepecynTech, KTO UX Apy3bsi B VIHTEPHET Tak e, Kak
NHTEepecyeTeCh pearibHbIMU OPY3bAMMU.

Bospact ot 7 go 8 ner

B MHTepHeTe pebeHOK cTapaeTcs MOCETUTb T€ WIM MHble CalTbl, @ BO3MOXHO WM 4aTbl, paspelleHne Ha
nocelleHMe KOTOpbIX OH He nonyyun Obl oT poautenei. [MosTomy poguTensMm OCODEHHO MonesHbl OyayT Te
OTYeTbl, KOTOpble MpPenocTaBnsAlTCA nporpaMmamMyM MO OrpaHMYeHM0  uUcnonb3oBaHua WIHTepHeTa, T.e.
PoaouTtenbckuii KOHTPOMNb UK TO, YTO Bbl CMOXETE YBUAETb BO BpEMEHHbIX (havinax. B pesynbTarte, y pebeHka He
OydeT ollylleHUs, YTO 3a HUM BeAeTCH MOCTOSIHHbIN KOHTPONb, OAHaKo, poauTenu 6yaoyT no-npexHemy 3HaThb,
Kakue caunTbl nocewaeTr ux pebeHok. [leTu B gaHHOM Bo3pacTte 06rafalT CUNbHbIM YyBCTBOM CEMbW, OHMU
OOBepuMBbl U He coMHeBawTCA B aBTopuTeTax. OHM nobAT urpaTb B CeTeBble UIPbl M MyTelecTBOBaTb MO
VIHTEpHETY, UCNOIb3ys 3NTEKTPOHHYIO MOYTY, 3aX04UTb HA CalTbl U YaTbl, HE PEKOMEHOOBaHHbIE POAUTENSAMMN.
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CoBeTbl N0 Be3onacHocTu B ceTn NHTepHeT anga aeten 7 - 8 net

1. Cosgarite cnucok AomMallHUX npaBun nocelwleHus WHTepHeTa npu ydactum geter u Tpebynte ero
BbINOMHEHWS.

2. TpebyiiTe oT Bawero pebeHka cobnogeHns BpEMEHHbIX HOPM HaxoXAeHUs 3a KOMMbloTepoMm. [okaxnte
pebeHky, 4to Bbl HabnogaeTe 3a HAM He NOTOMY 4YTO Bam 3T0 xoueTcs, a notoMy 4to Bbl 6ecnokouTtech 0 ero
6e3onacHoOCTU 1 Bceraa rotoBbl €My NOMOYb.

3. KomnbloTep ¢ nogknoyeHnem K VIHTEpHeTY OOIMKeH HaxoauTbCs B OOLWen KomHaTe nog npucMoTpoM
poauTtenen.

4, |/|Cﬂ0]'|b3yIZTe cneunanbHble OEeTCKUE NMOUCKOBbIE MalUVHbI.

5. |/]CI'IOJ'Ib3yI7ITe cpencTea 6J'IOKI/IDOBaHI/IF| HeXenaTteNlbHOro KOHTeHTa KaK OONOJfIHeHMe K CTaHOapTHOMY
PO,D,I/ITeJ'IbCKOMy KOHTpPOIHO.

6. Co3gaiTe ceMelHbIi 3NEeKTPOHHbIN ALWMK, YTOBbI He MO3BOMNUTL AETAM UMeTb CODCTBEHHbIE afpeca.

7. BnokupyinTe pocTtyn Kk cavtam ¢ 6ecnnaTtHbiIMUA MOYTOBbLIMU SALUUMKAMW C MOMOLLLIO COOTBETCTBYHOLLErO
nporpaMmMHoOro obecneyeHus.

8. Mpuyunte geTelt coBeToBaThes ¢ Bamu nepep onybnvkoBaHWeM KakoW-nnbo uHgopMaumn cpeacTBamm
SMEKTPOHHOW MOYThI, YaTOB, PErMCTPaLMOHHBIX POPM 1 Npodune.

9. Hayunte pgeTten He 3arpyxaTtb hannbl, nporpaMmmMbl Unu My3biky 6e3 Ballero cornacus.
10. He paspeliarite AeTsIM MCNOMNb30BaTb CYXObl MTHOBEHHOTO 0OMeHa COObLLEHNAMN.

11. B "Genbin" CNUCOK CaWTOB, paspelleHHbIX AfS MNOCELleHWUsi, BHOCUTE TONbKO CaWTbl C XOpOLUEN
penyTaumuen.

12. He 3abbiBaviTe 6ecenoBatb ¢ eTbMu 06 UX Apy3bsix B VIHTepHeTe, Kak ecnu Obl peyb Lwa 0 Apy3bsx B
pearibHOWN >XU3HMU.

13. He genavite "taby" n3 BONpPOCOB NOJIOBOW XWU3HW, TaK kak B IHTepHETEe OeTn MOryT nerko HaTKHyTbCA Ha
nopHorpaduio nnn cantsl "gns B3pocnbix".

14. MNpwnyuunte Bawero pebeHka coobliaTb BaM 0 NoObIX yrpo3ax Unm Tpeeorax, CBA3aHHbIX ¢ IHTEpHETOM.
OcTtaBanTecb CNOKOWHLIMW M HanoMHUTE OETAM, YTO OHM B 6€30MacHOCTW, eCriM Camu pacckasanu BaM O CBOUX
TpeBorax. [loxBanuTe ux 1 NOCOBETYNTE MOLAOWTK eLle pa3 B NOA0OHbIX Criyyasx.

BospacT getent ot 9 Ao 12 net

B naHHOM BO3pacTte LOeTu, KakK npaBuno, Yyxe HaclblllaHbl O TOM, KaKad MH(bOpMaLI,I/IFl cyulectByeT B
MHTepHeTe. COBepLIJeHHO HOpMalibHO, YTO OHM XOTAT 3TO YBMAETb, MPOYeCTb, YyCnbIlWaTb. npl/l 9TOM HYXHO
NMOMHUTb, 4YTO AOCTYyNn K HeXenaTellbHbiIM MaTepuanamMm MOXHO Jerko 3a6J'IOKI/IpOBaTI: npu nomouin cpencrte
Poauntenbckoro KOHTpPOIA.

CoBeTbl No 6e3onacHocTu onsa aeten ot 9 Ao 12 netr

1. CospgailTe CNMCOK AOMAlUHMX MpaBWi MocelleHust VIHTepHeT Mpu ydacTum geteid u TpebyiiTe ero
BbINOMHEHWS.

2. TpebywnTte ot Bawero pebeHka cobnogeHns HOpM HaXoXOEeHUSA 32 KOMMNbIOTEPOM.

3. Habnwopante 3a pebGeHkom npu paboTe 3a KOMMbOTEPOM, NOKaXuTe emy, 4To Bbl 6ecnokouTecb 0 ero
6e30MacHOCTM 1 BCerga roToBbl Oka3aTb €My MOMOLLb.
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4. KomnbtoTep € nogkntoveHmeM B MHTEpPHET [OIMKEH HaxoguTbCs B OOLWEN KOMHaTe nog NMpUCMOTPOM
poauTenen.

5. |/]CI'IOJ'II:-3yIZTe cpencTtea 6HOKI/IpOBaHI/IF| HeXenaTeNlbHOIro KOHTeHTa KaK OOMNOJfIHeHMe K CTaHOapTHOMY
PO,CI,VITeJ'IbCKOMy KOHTPOJTH.

6. He 3abbiBaiiTe NpvHUMaTb HEMOCPEACTBEHHOE yyacTue B XW3HW pebeHka, 6ecenoBaTtb ¢ 4eTbMU 06 UX
Apy3bsax B MHTepHerTe.

7. HactamBanTe, 4TOObI 4E€TU HUKOTA4a He cornallanucb Ha NYHbIE BCTPEYUN C APpY3baMU No NHTEpHETY.
8. Mo3BonanTe geTsam 3axoouTb TOMbKO Ha canTbl U3 "6enoro” cnucka, KoTopbIn co3ganTe BMECTE C HUMM.

9. MNpuyunte aeTen HUMKOrAa He BblgaBaTb JIMYHYIO UHOPMALMIO cpeacTBamMuM SNEKTPOHHOW MOYThbl, YaToB,
CMCTEM MIHOBEHHOro o6MeHa CooBLLEHNMM, PETMCTPALMOHHBIX OOPM, NMYHBIX Npodmnen n npyu permctpaumm Ha
KOHKypcbl B IHTepHeTe.

10. Mpuyuute OeTel He 3arpyxaTb nporpammbl 6e3 Bawero paspelueHusi. O6bACHUTE UM, YTO OHU MOTYT
Cry4yalHo 3arpy3nTb BUPYCbI UK ApPYroe HexenaTenbHoe nporpaMmmMmHoe obecneyeHue.

11. Cospawte Bawemy pebeHky orpaHU4eHHyo y4eTHYo 3anucb Ans paboTbl HA KOMMbIOTEpPE.

12. Mpuyuute Bawero pebeHka coobLiaTb BaM O NOObLIX Yrpo3ax UMK TpeBorax, cBsi3aHHbIX ¢ VIHTepHeTOM.
HanomHuTe aetam, YTo oHM B 6e30nNacHOCTK, eCnv caMu pacckasanu BaMm O CBOMX TPEBOrax 1 OrnaceHusx.

13. PacckaxuTe getam o nopHorpadum B VIHTepHeTe.

14. HacTtanBawite Ha TOM, YTOObI A4eTN NpeaoCcTaBnsanyM BaM AOCTYN K CBOEN 3MEKTPOHHOW noyTe, YToObI Bl
y6eaunucb, YTo OHU He OOLLaOTCSs C HE3HaKOMLLaMU.

15. O6bsACHUTE AEeTsM, YTO Henb3s UCNOSMb30BaTh CETh AN XYNUraHCTBa, pacnpoCTPaHEHNs CNeTeH unu
yrpos.

Bo3spacT geten ot 13 go 17 net

B aTOM BO3pacTe NMogpoCTKU akTUBHO MCMOSIb3YHOT MOUCKOBLIE MalUVHbI, NOMb3YHTCS SMEKTPOHHON MOYTON,
cnyx6amy MrHOBEHHOrO OOMeHa COOOLLEHUSIMU, CKauMBalOT My3blky M ounbmbl. Manbyvkam B 39TOM BO3pacTe
Oonblue Mo HpaBy CMeTaTb BCE OrpaHWYeHMsl, OHW XaxayT rpyboro tomopa, asapTHbIX WUrp, KapTWHOK "ans
B3pocnbIx". [leBouku npednoynTaloT oblaTtbCs B 4aTtax, NMpu 3TOM OHM ropasfo 6ornee 4YyBCTBMTENbHbI K
cekcyarbHbIM JoMoraTenbcTBam B MIHTepHeTe.

3ayacTyo B JaHHOM BO3pacTe poAUTENSIM YKe BeCbMa CITOKHO KOHTPONMpoBaTb CBOWX AETEN, Tak Kak 06
VHTepHeTe OHWM yxe 3HaT 3HaA4YMTEeNbHO Gornblue CBOMX poauTenen. Tem He MeHee, He OTnyckamTe OeTen B
"cBob6ogHOe nnaeaHue" no NHtepHeTy. CTapanTech akTMBHO y4acTBOBaTb B 06LLeHUn pebeHka B VIHTepHeTe.

BaxHO no-npexHeMy cTporo cobnwogate npasuna WHTepHeT-0e30nacHOCTM - cornalweHne Mexay
poautenammn n getbMn. Kpome Toro, HeoOXoOMMO Kak MOXHO 4alle npocmaTtpuBaTb OTYETbl O AEeATENIbHOCTU
aeten B VHTepHeTe. CnegyeT obpatnTb BHMMaHWEe Ha HEOOXOAMMOCTb COAEepXaHus POOMTENbCKUX Mnaponen
(naponen agMMHUCTPATOPOB) B CTPOrOM CEKpeTe U 06paTUTb BHUMAHWE Ha CTPOroCTb 3TUX Naponen.

CoBeTbl No 6e3onacHocTy B 9TOM Bo3pacTe oT 13 go 17 net

1. CosganTe cnucok OOMalUHWX MNpaBun noceweHus VHTepHeTa npu yvyacTuuM MOLPOCTKOB U Tpebynte
6e3ycnoBHoOro ero BoinonHeHuss. ObrosopuTte ¢ pebeHKOM CNUCOK 3anpeLLeHHbIX canToB ("YyepHbI CMUCOK"), Yachl
paboTbl B IHTEepHeTe, pyKoBOACTBO MO 06LleHMIO B VIHTEpHETE (B TOM Yucne B YaTax).

2. KomnbtoTep ¢ NoaknioYeHnem k cetm HTepHeT 40oMmKeH HaxoamTbCs B obLlen kKomHaTe.

3. He 3abbiBarite becegoBatb C AeTbMu 06 mx Apy3bax B WHTepHeTe, O TOM, YeM OHW 3aHATbl Takum
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obpasom, ByATo peydb MAET 0 APY3bsiX B peanbHOM xu3HU. CnpawmBante o noaax, ¢ KOTOpbIMU AeTu obLuatoTtes
nocpeacTBoM CNy6 MrHOBEHHOro 06MeHa coobLLeHNsIMU, YTODObI YOeauTbCst, YTO 3TU N0AN UM 3HAKOMBI.

4, |/]CI'IOJ'II:-3yIZTe cpencTtea 6J'IOKI/IDOBaHI/IF| HeXenaTeNlbHOro KOHTeHTa KaK AOOMNOJfIHeHMe K CTaHOapTHOMY
PO,CI,VITeJ'IbCKOMy KOHTPOJTH.

5. HeobxoguMmo 3HaTb, KakMMuM 4aTamu nonb3ytotcs Bawwu getn. [Moowpsante umcnonb3oBaHue
MoLepupyeMbIX YaTOB M HacTamBanTe, YTobbl AeTU He obLLanncL B NPUBATHOM pEXUME.

6. HactanBanTe Ha TOM, YTOObI AETU HUKOrAA HE BCTPEYanuCh JINYHO C ApY3bsMU U3 CETU VIHTEpHEeT.

7. Mpuyynte geTen He BbiAaBaTb CBOK JIMYHYIO MHOPMALMIO CPEACTBAMWU 3MEKTPOHHOM MOYThI, 4YaToB,
CUCTEM MFHOBEHHOro 0bMeHa coobLLEeHNsMU, PErNCTPALMOHHBIX POPM, NMNYHBIX NPOoUNen n Npu permcTpauumn Ha
KOHKypcChbl B IHTepHeTe.

8. Mpuyunte peten He 3arpyxaTb nporpammbl 6e3 Bawero paspeweHus. OGBbACHUTE UM, YTO OHU MOTYT
Cry4yawHO 3arpy3uTb BUPYCbl UK OPYroe HexXenaTenbHoe nporpaMMHoe obecneveHue.

9. MNpuyunTe Bawero pebeHka coobLiate Bam O MobbIX yrpo3ax Unu Tpesorax, CBA3aHHbIX ¢ VIHTepHeToM.
HanomHuTe getam, 4To OHM B Ge3onacHOCTW, eCriM camu pacckasdanu Bam, O CBOMX Yrposdax WnuM TpeBorax.
lMoxBanute ux n NOCOBETYNTE NOAONTY eLue pa3 B NogobHbIX criyyasix.

10. Pacckaxute getsam o nopHorpacdum B UHTepHeTe. [omormte vm 3awmtuTbCs OT cnama. Haydute
NMOOPOCTKOB He BbldaBaTb B VIHTepHeTe CBOEro peanbHOro 93NeKTPOHHOro agpeca, He OTBeyaTb Ha
HexxenaTernbHble N1CbMa M UCMONb30BaTh CreunanbHble MOYToBbIe (PUNbTPbI.

11. MNpuyunTte cebst 3HAKOMUTLCS C CanTamMm, KOTOPbIE MOCELLAOT NOAPOCTKN.

12. Hayuute geTei yBaxaTtb OPYrnx B MHTEpHeTe. YbeauTechb, YTO OHM 3HAOT O TOM, YTO NpaBua XopoLlero
noBeAeHWs OeNCTBYIOT Be3fe - Aaxe B BUPTYanbHOM MUpE.

13. OObsAcHWTE [geTaMm, 4YTO HM B KOEM Clnyyae Henb3st ucnonb3oBate CeTb [Ana  XynuraHcTea,
pacnpoCTpaHeHWs CNIIETEH NN Yrpo3 APYIrUM JTHOASIM.

14. O6cyanTe ¢ NoApoCTKamMmn NpoGeMbl CeTeBbIX a3apTHbIX UIP U UX BO3MOXHbIA pUck. HanomHuTe, yto
[AeTW He MOTYT UrpaTb B 3TU UIPbl COrMAcHO 3aKOHY.

[MOCTOSAHHO KOHTPONMPYNTE UCNonb3oBaHne VIHTepHeTa Bawum pebeHkom! 3TO He HapyLLEeHWe ero NMMYHoro
NMPOCTPaHCTBA, a Mepa NpeaoCTOPOXHOCTU 1 NposiBrieHne Ballen poantensCckon 0TBETCTBEHHOCTU 1 3a00ThI.
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